
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LEXKHOJ INTERNATIONAL 

JOURNAL OF CRIMINAL LAW 

ISSN: 2456-2297 

Website:www.lexkhoj.com 

E-mail:lexkhoj@gmail.com 

LEXKHOJ PUBLICATIONS 

VOLUME II ISSUE III 



LIJCRL                                          Volume II Issue III                                    ISSN: 2456-2297 
 

2 
 

 

   EDITORIAL NOTE 

 

LEXKHOJ is delighted to launch its second volume of the criminal law journal. Lexkhoj 

International Journal of Criminal Law is the leading quality journal for all those involved in 

criminal law. Drawing all aspects of the law together in one regular publication, it allows 

quick and easy monitoring of all key developments. Our purpose is to provide a journal that 

offers a multi-disciplinary analysis of issues concerning Criminal Law. The journal strive to 

combine academic excellence with professional relevance and a practical focus by publishing 

wide varieties of research papers, insightful reviews, essays and articles by students, 

established scholars and professionals as well as by both domestic and international authors. 

“An act is not guilty unless the mental state with which it is done is also guilty”. The crime is 

the combination of both Actus reusand Mens rea, and is a single unity. We live in a modern 

society which is subject to major changes that stem from, for instance, internationalization 

and technological development. In many aspects these changes also represent societal 

challenges that demand a rethinking of legal solutions. Our increased connectivity through 

internet has created new opportunities for criminals. Now the crime is not limited to the 

traditional ways. 

We hope that you find Volume II Issue III valuable, that you will help inform others about 

the journal and will consider submitting your own work. The papers will be selected by our 

editors who would rely upon the vibrant skills and knowledge immersed in the paper. We 

welcome your comments so that we may improve the journal in future volumes. 

Needless to say, any papers that you wish to submit, either individually or collaboratively, 

are much appreciated and will make a substantial contribution to the early development and 

success of the journal. Best wishes and thank you in advance for your contribution to the 

Lexkhoj international journal of criminal law. 
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Abstract 

Women in India develop a variety of strategies to deal with the verbal threats they face. 

However, these strategies very rarely include the law, my research shows why there is a 

silence around the question of legal effectiveness and recourse for online verbal abuse. This 

research paper seeks to understand the extent to which law in India can help and whether or 

not there are enough laws to protect women from online harassment especially cyber 

bullying. Why women at large take legal help as the last resort or simply not a resort at all. It 

is understandable that the cyber laws in our country are relatively new and the lack of 

knowledge of the provisions on the part of women, police and judges poses a great barrier 

but then the law in itself too is problematic and refuses to clearly address the problems of 

harassment, bullying and stalking faced by women clearly, which will be well examined in 

this paper too.  

Keywords: Bulling, Stalking,Harrasment 

 ‘Justice, equity & good conscience’ are the basic principles of common law. Indian judicial  
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1.1 INTRODUCTION 

 

Over the last century, computers and the internet has become one of the building blocks of 

the modern society. There has been much advancement in the field of technology, which has 

also led to an increase in crime. Technology and crime go hand in hand, which can be seen 

through the rising trends in many forms of crime and the worst victims being women. 

From sexual harassment, rape threats, stalking to the newest trend bullying women across the 

country are facing disproportionate levels of abuse online. Misperception and minimisation of 

unreported stalking incidents for the lack of knowledge and understanding of the crime are 

significant concerns. 

Websites provide internet access to the students and adults to facilitate learning, almost 

instant exchange and dissemination of data, images and a variety of data but also data which 

is undesirable and anti-social are also published, which pose a great threat. Cyber bullying is 

a problem amongst today‟s teenagers and women whereby the use of technology to harness 

and intimate others can cause adverse psychological, emotional and social effects. 

Using this new form of bullying known either as cyber bullying or online harassment or 

internet bullying, bullies torment their victims in cyber space through various forms of 

technology like emails, instant messaging, chat rooms and websites. 

Cyber Bullying was a term coined by a Canadian educator Bill Belsey, who defined it as, “the 

targeting of a child or adolescent by another youth using technology for the purpose of 

intentionally humiliating, tormenting, threatening or harassing the individual. 

Though in accordance to the Indian context the term is defined a little differently being, 

“hurling harsh, rude, insulting, teasing remarks through the message box or in open forums 

targeting one's body shape and structure, educational qualifications, professional 

qualifications, family, gender orientation, personal habits and outlook”. 

Women in India develop a variety of strategies to deal with the verbal threats they face. 

However, these strategies very rarely include the law, my research shows why there is a 

silence around the question of legal effectiveness and recourse for online verbal abuse. This 

research paper seeks to understand the extent to which law in India can help and whether or 

not there are enough laws to protect women from online harassment especially cyber 
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bullying. Why women at large take legal help as the last resort or simply not a resort at all. It 

is understandable that the cyber laws in our country are relatively new and the lack of 

knowledge of the provisions on the part of women, police and judges poses a great barrier but 

then the law in itself too is problematic and refuses to clearly address the problems of 

harassment, bullying and stalking faced by women clearly, which will be well examined in 

this paper too.  

The paper begins with the examination of various laws in our country which can be mobilised 

in fighting the problem faced by women online users in India and understanding their actual 

effectiveness rather than factual effectiveness. 

In the second section, the paper will analyse the actual situation and problems faced by 

women in India while resorting to the legal recourse and why they seldom prefer to report 

crimes faced by them online. Is it due to lack of knowledge of the law, its effectiveness, 

societal stigma, fear or any other concerns which dilutes our legal provisions of harassment, 

stalking and bullying online? And also, the reasons why such crimes are still unreported in 

large numbers? 

Finally, the third section, the paper puts forward a number of plausible legal provisions and 

amendments that have either emerged or need to be brought in as a potential way to provide 

the women in India with better online protection from abuse, which can also serve as a 

starting point for further research and discussions.  

 

2. EXAMINING THE PREVALANT LAWS IN INDIA 

 

In this section the researcher is going to discuss the various authorities, texts and the cases 

related to emergence of cyber bullying as a form of online harassment against women and 

analyse the need for development of laws and bridge the existing deficiencies present in the 

law and its effective enforcement by the judiciary and the police. 
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2.1. UNDERSTANDING THE CRIME OF CYBER BULLYING 

 

 

Diagram 1.1 

 

Diagram 1.2 
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Cybercrime in general is classified in two categories: Violent and Non-violent wherein most 

crimes are considered to be non-violent on the pretext that the interaction is without any 

physical contact, whereas violent crimes are those which pose a physical danger to some 

person like in the case of harassment and cyber bullying. 

 

Cyber bullying is an extension of physical bullying. It has two forms: Overt and Covert; 

wherein the former is associated with physical aggression like beating, kicking etc., whereas 

the latter is always in conjunction with Overt associated with exclusion by friend groups, 

stalked, gossiped about etc. Cyber bullying is carried out by students through the internet as 

more and more interpersonal relations are increasing due to the advent of the internet. 

Cyber bullying is identified in legal glossaries as: 

 Actions that use information and communication technologies to support deliberate, 

repeated and hostile behaviour by an individual or group that is intended to harm another or 

others. 

 Use of communication technology to harm another 

The term cyber bullying was coined by a Canadian educator Bill Belsey and defined it as, 

“The Internet i.e. websites, blogs, instant messaging, text messages, online games; mobile 

phones i.e. messages and pictures; and pagers are the locations for cyber bullying”. 

A very different view was provided by Kowalski, Limber and Agatston, who identified 

flaming, harassment, impersonation, denigration, outing, trickery,exclusion or ostracism and 

cyber stalking as sub-categories of cyber bullying. It is believed by most researchers that the 

cyber bullying is way more damaging and mentally draining as compared to traditional 

bullying for it has long lasting effects and identify it as a crime which involves repeated 

behaviour, an intent to harm perpetuated through harassment, stalking, posting cruel rumours, 

damaging one‟s reputation, impersonation and exclusion from groups. 

Cyber bullies often also at times end up disclosing victim‟s personal data on open forums 

through fake accounts or defaming posts in their name or by sending threatening emails and 

texts to victims. 

2.1.1. Cyber bullying on a rise amongst the tweens and adults 

The internet has not just provided a vivid interface for communication, but also the needed 

anonymity for online harassment. People have started using the internet to vent out their 
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frustrations rather than a means to garner information for there is no immediate threat in 

opening out on the net. 

In Vermont (2003) Ryan Hallingan, killed himself due to Cyber Bulling. First ,he was bullied 

offline from 2000 onwards then in summet 2003 bulling began to take place online. This was 

one of the earliest known suicides attributed to Cyber Bulling. 

The first ever case reported in Maharashtra was that from Thane wherein, the perpetrator 

created a fake profile of the young woman and posted obscene comments and her phone 

number online. Since the prosecutor couldn‟t garner enough evidence to prove the crime the 

accused was acquitted. Again, in Nagpur there was an instance where a prospective groom 

posted pictures of a woman consuming alcohol on social networking sites followed with 

obscene comments after their marriage were called off and further went on to emailing those 

to other prospective grooms too. Both these cases are examples of how the victims became a 

source of venting out frustrations and to show power upon by their abusers. 

A 21-year-old student from Bhopal was recently caught in a case of cyber bullying, who 

made a fake profile of his friend who was not on Facebook and uploaded some of his 

embarrassing photo and commented funnily on girl‟s profile.This shows how the young boy 

crossed the line while trying to have fun on behalf of another and this is the growing trend in 

Indian students and India lagging behind only two nations in clocking the highest number of 

cyber bulling harassment online. 

2.1.2. Two-way victimization 

Many believe that when a victim is cyber bullied he is the only one at a loss but in reality, it 

is a two-way sword wherein both the victim and the perpetrators are equally affected by the 

consequences that follow the crime. Indulging in cyber bullying has serious repercussions on 

the personality and psychology of the bully who feels a sudden sense of worthlessness and 

possess a low self-esteem and morale and confidence. This could also lead to them becoming 

a recluse for they break all contact with the real world and only find solace in the cyber 

world, putting them at greater risk of committing more heinous crimes in the future. 

Kiara Desai (name changed), 17 years old, was a victim of cybercrime wherein a classmate 

who had a crush on her on being declined by the young girl decided to take revenge. As a 

result of the rage he created a fake profile on Facebook and maligned her online. He further 
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went ahead to write about issues she had in her personal life, which made the situation she 

was in worse and required a number of counselling sessions to come out of that uncalled-for 

situation, while the young boy too became a recluse and low on self-confidence. 

2.1.3. Perceived risk of cyberspace 

In a study conducted by Sander Veenstra, that the risk of getting caught and punished for a 

bully in cyber space are notably much smaller than the risk of getting caught if bullying 

traditionally. One of the victims while being interviewed revealed that his bully when 

discovered was this boy from class who otherwise always kept low and had low self-

confidence and had no friends in class and he therefore disinhibited the behaviour of the bully 

online where his true identity was hidden. 

Many jurists believe that the behaviour of cyber bullying is best represented by the choice 

theory reason being that this behaviour is mostly seen in youngsters. According to the choice 

theory, all the people‟s behaviours aim to satisfy five basic needs. In a study conducted by 

Raskauskas and Stoltz (2007), cyber bullies displayed a behaviour for these aims with the 

following percentages: 38% to have fun, 25% to take revenge and 6% because they were in a 

bad mood for a situation they had to face in class or with friends. Cyber bullying behaviours 

can be explained by a person‟s inability to have a successful and satisfying relation with the 

people who are of importance in their life. 

2.2. Challenges of cyber safety 

The challenges faced in protection of the women and teens online is twofold: firstly, the 

accessibility of information online is much easier now and the identification of the 

perpetrator is much tougher. Since it‟s a huge unknown space to identify the actual identity of 

the person being communicated to is far lesser as compared to the real world causing crimes 

of harassment in the form of cyber bullying to accelerate in the past few years. 

2.2.1. Combatting the crime 

Cyber violence is a world-wide phenomenon not bound by national and international 

boundaries. The developing countries across the world have taken cognisance of this crime 

and have begun developing laws to curb the menace. Special funds in these countries are 

being regularly allocated to provide legal security to the victims. Various approaches are 

being looked into to combat cyber bullying, however since research is still in its nascent 
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stages, there are very few approaches which have been found useful which can be developed 

upon in a country like ours too where the crime of cyber bullying is rampant and causing 

havoc in the lives of many women and girl students. 

2.2.2. Viable strategies 

There are many strategies that can be implemented at different levels to act as a potential 

damage control. These can be effective at 3 basic levels being: 

1. Individual Level: By ignoring the behaviour of the bully or by responding to the 

behaviour sternly or reporting it to the officials in order to protect one‟s self. 

2. Electronic Level: By either filtering and blocking such profiles or by simply 

disabling unwanted contact options. 

3. Institutions and collegesLevel: By preventing it through proper guidance, 

monitoring, disciplinary actions and through proper awareness. 

Usually paying no attention to such behaviour is the best form of riddance for the perpetrator 

too loses interest and stops the abuse though the contrary could also hold true where the bully 

becomes more abusive and decides to intrude deeper in the lives of victims leaving the only 

option of reporting such a crime. Since not much detailed investigation has been conducted at 

to the best method the researcher cannot comment much upon it either. 

2.3. Cyber Law and Security of India Through Various Acts and Its Lacunas 

Over the last century, owing to the growing rate of crime many new laws have been 

developed by the Research and Development organisations to build a knowledge network and 

to secure India‟s cyber space. But, how far have they succeeded still needs to be verified. 

Cyber Security Strategy 

This has been outlined by the DEIT to address the strategic objectives which can help secure 

the country‟s cyberspace better. Following major initiatives have been implemented: 

 Security Policy, Compliance and Assurance 

 Security Incident Early Warning & Response 

 Security training skills/competence development & user end awareness. 

 Security R&D for Securing the Infrastructure, meeting the domain specific needs 

and enabling technologies 
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 Security Promotion & Publicity 

Cyber Laws in India 

These help in providing legal recognition to electronic documents and a framework to 

support e-filing and e-commerce transactions and to mitigate cybercrimes including online 

harassment. 

 IT Act 2000 

 IT (Amendment) Act, 2008, for user information Document title is "The Gazetteer 

of India" Dated February 5, 2009. 

  Notifications and Rules  

 Judgment (CAT)  

  Notifications of Rules under section 6A,43A and 79  

 Clarification on Rules under Sections 43A and 79 of Information Technology Act, 

2000 

The IT Act, 2000 states punishments for publishing information which is obscene as to any 

form of breach in privacy and confidentiality. The IPC covers this issue. Usually when there 

is anything offensive published against a woman which is derogatory or she is trolled which 

is the newest form of cyber bullying online a female can take assistance of the following 

sections under the law: 

Section 507 IPC which deals with the “criminal intimidation by anonymous 

communication” and can be used by women effectively while facing online harassment. It 

allows the victim to lodge a complaint without knowing the true identity of the harasser. 

Section 499 IPC which states that, “using words, signs, visible representations, makes or 

publishes any imputation concerning any person intending to harm, or knowing to 

having reason to believe that such imputation will harm.” 

Section 509 IPC wherein any word or gesture or act intended to insult the modesty of a 

woman 

Section 354A and 354D which deals with sexual harassment, stalking and includes 

harassment via electronic communication 

Section 66E of IT Act which is concerned with the “punishment for violation of privacy”, 
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punishing anyone who “intentionally or knowingly captures, publishes or transmits the image 

of a private area of a person without her consent, under circumstances violating her privacy”. 

The word “consent” gives women a solid reason to rely on this section.Under this 

section, cyber bullying is a bailable offence, punishable with three years of imprisonment and 

fine. However, the complainant and police can interpret what constitutes offensive 

behaviour. 

According to a recent report by McAfree, half of the Indian youth has had some or the other 

experience with cyber bullying and of these over a third (36%) have been bullied themselves 

online. It is noted that many tweens do understand the implications of posting information 

online but still go ahead anyway. But what is forgotten by them in this entire process is that 

unlike in the real world where there would be one victim and a gang of bullies, there is a 

whole group of spectators online. 

There have been innumerable cases in the recent past where due to the lack of awareness, 

sensitivity to deal with matters of cyber bullying, no stringent laws and basic lack of 

interpreting what already does exist leads teenagers and students to take drastic steps. Ayesha 

a 15-year-old girl, had a huge friend circle, was a topper and was flamboyant on Facebook 

where she met a friend online Aditya. Soon they began dating but due to exam pressure she 

remained offline for quite a while which led to Aditya posting threat messages and slanderous 

material online. Traumatised by this she committed suicide. In yet another case, a 20-year-old 

girl, Trishna was victimised by her best friend wherein she created a fake profile in her name 

and began sending derogatory messages to her friends in a bid to get back at Trishna for 

dating a boy she liked.  

According to Pawan Duggal, a Supreme Court lawyer, harassment on social networking sites 

are on a rise and, “six out of ten people are unaware of what constitutes a cybercrime forget 

knowing about specific crimes like cyber bullying. As a result, they aren‟t aware of what 

constitutes a cybercrime. Neither the victim nor the abusers know what is an offence.” The 

primary source of cyber law in India is the IT Act, 2000 which came into force on 17 October 

2000 with the primary purpose of providing legal recognition to electronic commerce and to 

facilitate filing of e-records with the government. However, when dealing with crimes like 

cyber bullying one cannot only take this act as a recourse and has to take assistance from IPC 

too. Bullying, how has already been established, is a larger sect of which cyber bullying is a 

part. When the offender goes unpunished he turns into a more violent abuser and a habitual 
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ragger paving the road for a cybercriminal in the future. Cyber violence is most prevalent in 

educational institutions and very little material is available to explore the complexities of 

cyber abuse from educational perspective. There have been many scholarly writings from the 

perspective of policing and regulating cybercrimes, prosecution of the culprits, study of 

human relations to understand the psyche of both the victim and the offender but there is still 

a huge gap prevailing while educating the women and cyber violence and enforcing the final 

legal provisions. 

Unfortunately, such an important issue has been overlooked by the legislatures while 

promulgating cyber law. Even though the IT Act, IPC, Indian Evidence Act etc. have been 

established for this purpose, the lacunas present are far too many to curb the crime. There are 

no manuals, guideline or uniform regulations to prevent cyber bullying and there is no clear 

justification in law either. A wide gap is present in the field of research to while taking into 

account Indian circumstances. We have not been able to identify an effective counter 

approach to resolve this issue or at least provide proper checks for the issue.  

3.  AN OVERVIEW OF INTERNATIONAL LEGISLATIVE MEASURES 

Cyber bullying is a worrisome situation not just faced by India but, everyone across the 

globe. Many adolescent women across the globe have lost their lives to the crime of bullying 

online. This form crime in many countries had come to be considered as a criminal offence. 

Thestrongest cyber bullying laws and the most effective models across the world are: 

 Canada – Under the Education Act, individuals who engage in cyberbullying face 

suspension from school. And repeat bullies may also serve an expulsion and possible jail 

time.
1
 

 United Kingdom – There is no legal definition of cyber buying here, but a number of 

laws have seen an amendment to include this form of harassment: 

o Protection from Harassment Act 1997 

o Criminal Justice and Public Order Act 1994 

o Malicious Communications Act 1988 

o Communications Act 2003 

o Breach of the Peace (Scotland) 

o Defamation Act 2013 
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Under all the above Acts, cyber bullying could result in six month‟s or ore of imprisonment 

with a hefty fine too.A recent ruling first seen in the UK determined that it is possible for 

an Internet Service Provider (ISP) to be liable for the content of sites which it hosts, setting a 

precedent that any ISP should treat a notice of complaint seriously and investigate it 

immediately. 

 North Carolina- Under 14-458.1, defendants who are over the age of 18 and engage 

in cyberbullying are charged with a class one misdemeanour. If the defendant is under the age 

of 18, they are charged with a class two misdemeanor 

 US Laws- Nearly all US states have amended and passed state laws and legislation to 

address cyberbullying and harassment by electronic communications.Federal Law – In April 

2009 a bill was passed to amend Title 18 of the United States Code, with respect to 

cyberbullying. The bill is cited as the “Megan Meier Cyberbullying Prevention Act”, after the 

Missouri teenager who tragically committed suicide following a cyberbullying campaign 

carried out by an adult neighbour. 

 International perspective - Cyberbullying is not confined to English-speaking 

countries and we are seeing nations all over the world implement changes to address the 

issue. UNICEF
2
, the Human Rights Commission and the United Nations are calling for a 

coordinated approach from governments around the world. Recommendations from the 2009 

Unlearning Intolerance Seminar, held in the United Nations Headquarters in New York, call 

for international strategies on awareness, education, family involvement and policy change in 

dealing with “cyber-hate”. 

 

India too in the light of the above mentioned Developed countries needs an amendment in 

the law to keep abreast with the rise in cyber bullying in the country. In the wake of the 

numerous complaints, of cyber harassment, the Section 66 A of the IT Act was quashed and 

provisions to deal with the crime of cyber bullying were vaguely added under the Indian 

Penal Code. But the law doesn‟t provide of a comprehensive definition and leave it solely to 

the discretion of the police to interpret the graveness of the offence, thus resorting to a lower 

rate of complaints and conviction. Like other countries, India too needs to include provisions 

under the Juvenile Protection Act to protect young children besides encouraging to have 

committees in colleges to address this issue. According to the current law, the punishment 

accorded to the rising crime is not acting as a deterrent. Besides this, an amendment is 
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required under The Sexual Harassment of Women at Workplace Act, 2013, wherein 

provisions need to be added to make the employers liable too. According to the reports, 33% 

said they have witnessed cyber-bullying of others, 46% said the victims deleted their social 

media accounts and 42% said the victims became less social, underscoring its significant 

emotional impact. Therefore, taking the international perspectives and laws into account 

India too needs to dwell more upon the existing laws to make the law more water tight and 

effective. 

 

Besides, internationally many campaigns have been launched to create awareness about 

cybercrimes, like in Cybersmile Foundation, cyberbullying charity committed to tackling all 

forms of online bullying, abuse, and hate campaigns. The charity was founded in 2010 in 

response to the increasing number of cyberbullying related incidents of depression,eating 

disorders, social isolation, self-harm and suicides devastating lives around the world. 

 

In Spain, there are multiple non-profit organisations that fight cyberbullying, they advise 

victims, provide awareness campaigns, and report offenses to the police.In March 2007, the 

Advertising Council in the United States, in partnership with the National Crime Prevention 

Council, U.S. Department of Justice, and Crime Prevention Coalition of America, joined to 

announce the launch of a new public service advertising campaign designed to educate 

preteens and teens about how they can play a role in ending cyber-bullying. Then again, 

originated in Canada, Anti-Bullying day is a day of celebration for those who choose to 

participate wearing a symbol of colours (Pink, Blue or Purple) as a stance against bullying. A 

B.C. teacher founded the Stop a Bully movement, which uses pink wristbands to represent 

the wearer's stance to stop bullying. These awareness programs have proved to be very useful 

and need to be a part of the Indian culture too, to empower our women against the crime of 

cyberbullying.  

 

4. SUGGESTIONS AND CONCLUSION 

Suggestions  

The researchers would like to suggest certain measures to combat Cyber Bulling: 

 

1. The government needs to amend the laws of the IT Act 2000, and the IPC to include a 
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comprehensive definition of cyber bullying. 

2. The governments also need to periodically review their legislation so that the law 

enforcement authorities can act effectively against cyberbullying. They need to strike 

the correct balance between protecting individuals' right to privacy and free speech 

and enabling victims of cyberbullying to press charges against a perpetrator, allowing 

law enforcement authorities to carry out an investigation and collect elements or 

proof. 

3. It is also within the scope of policy makers, both at National and European level, in 

case self-regulation or co-regulation fails, to regulate online service providers. 

4. The government also needs to provide better resources and rethink on secondary 

evidence admissibility in lieu of online crimes for better conviction rates. 

5. Civil society too needs to diversify their role by working with target groups or actors 

in specific women victims and students, raising awareness, providing sessions, 

producing resources, campaigning and lobbying against government policies. 

6. The industry needs to look into regulating online services, a curb needs to be put onto 

the end to end encryption and redressal against indecent content uploaded against 

women online. 

Conclusion 

The amendment to the existent law and awareness at all levels be it women who are 

prospective victims, cybercrime officials or judicial officials or even lawyers is the need of 

the hour. The police have a clear dissuasive role to play by communicating with victim and 

general public and informing them of the consequences of cyberbullying. The law 

enforcement officers also have the obligation to keep up to date on the laws and regulations 

of relevant cyberbullying statutes. In accordance to the data above, most women are still 

unaware of actions to undertake in case of a pervasive attack of cyberbullying online and 

awareness drives for better reporting and conviction is necessary. 

 

Even online service providers need to restrict, censor and review and monitor things being 

transferred and uploaded on their websites and a redressal mechanism in case of an abuse like 

with Facebook where if the content is outrageous it can be reported and immediately deleted 

off. A periodical reviewing is necessary for most social sites online in order to identify 

potential misuses and address them if possible. Clear and simple reporting mechanisms need 
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to be developed and follow-up reports need to be improved upon. At the EU level, many 

industry players take part in self-regulatory measures, whether they are led by the 

Commission or the Industry. For example, the ICT Coalition and the CEO Coalition both 

regroup industry partners, NGOs, experts, public authorities, and aim at creating a better 

online environment for young women especially. 

Governments and policy makers too need to draft crisper and more concrete laws which make 

a tremendous difference in preventing and intervening in cyberbullying cases by first and 

foremost recognising the seriousness of the crime of cyberbullying. The women in our 

country as per the survey too strongly believe that they don‟t feel that the laws in our country 

are enough to protect them against online violators, which is a deep sense of concern. 

It can be clearly established from the above data that the prevalence of cyber bullying among 

the youth is a growing cause of concern, and the figures only show a very small picture thus, 

requiring to look into a broader perspective. When analysing it can be clearly being seen as to 

where the gap lies, from lack of basic awareness in women, to lack of proper laws to 

enforcement agencies on a back foot for not very comprehensive with the technology and 

also with the application of the provisions which needs a quick review in order to curb the 

crime in India relating to cyberbullying. 
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GLOSSARY OF TERMS 

The following reflect the most common forms of cyberbullying, though this list is not 
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exhaustive: 

 Flaming: Online fights using electronic messages with angry and vulgar language.  

 Harassment: Repeatedly sending offensive, rude and insulting messages.  

 Cyberstalking: Repeatedly sending message that include threats of harm or are 

highly intimidating; engaging in other online activities that make a person afraid for 

his or her safety.  

 Denigration: “Dissing” someone online. Sending or posting cruel gossip or rumours 

about a person to damage his or her reputation or friendships. Exclusion: Intentionally 

excluding someone from an online group, like a “buddy list” or a game.  

 Trolling: Intentionally posting provocative messages about sensitive subjects to 

create conflict, upset people, and bait them into “flaming” or fighting. Impersonation: 

Breaking into someone‟s account, posing as that person and sending messages to 

make the person look bad, get that person in trouble or danger, or damage that 

person's reputation or friendships.  

 Outing and trickery: Sharing someone‟s secrets or embarrassing information online. 

Tricking someone into revealing secrets or embarrassing information, which is then 

shared online.
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